
 Year 8: How and why do people who communi-
cate with others through online platforms  try to 
influence others negatively? 
 
Look out for influencers who ask for money or who want 
you to: 
• Take part in an online challenge 

• Spread hate speech 

• Meet or go somewhere with them 

• Send a nude picture 

• Forward a post ridiculing someone you know 

Year 9: How do I recognise harmful 
language of a discriminatory nature 
and harassment online and who can 
support people if this occurs? 
 
Harassment: unwanted behaviour which you 
find offensive or which makes you feel intimi-
dated or humiliated. It can happen on its own 
or alongside other forms of discrimination.  
Source: Citizen’s Advice 

 
 
 
 
 
 
 
 
 

How discriminatory behaviour/ language/ har-
assment can manifest itself online, e.g. 
• Sexist memes shared or liked 
• Racist posts liked/shared/commented on 
• Use of social media to troll sports stars 

based on sexuality/ethnicity 
• Online bullying 
• Excluding people from online groups 
• Sexual harassment/messages towards 

peers 
 
The Childline website has very helpful infor-
mation and reporting routes for online dis-
crimination or use of discriminatory language 

Year 10:  What is an ‘explicit’ image?  What are the consequences of sending one and how 
can I remove them from the Internet? 

An explicit 'Images' relates to both photos and videos.  It can include nude or semi-nude (including under-
wear) images.  Sexting may be used as a ‘catch-all’ phrase to encompass explicit images - sexting may al-
so include the sending of sexual messages. 

Consequences of sending 'explicit images' for young people : 

• emotional damage 

• relationships 

• reputational damage 

• putting themselves at risk of other harmful behaviour e.g. blackmail 

• legal consequences 

Common Techniques used to Influence 

Flattery Humour 
Showing un-

derstanding of 
you 

Making you 
feel special or 

good 

Making you 
feel you be-

long 
Offering gifts 

Making you 
want to be like 

them 

Being famous 
or popular 

Sharing the 
same interests 

as you 

Telling you 
everyone else 

is doing it 

Offering friend-
ship or a rela-

tionship 

Being persis-
tent 

Threatening 
you 

Knowing your 
interest 

Having money 
Sharing the 
same beliefs 

as you 

Being a good 
listener 

Having power  
Offering guid-

ance 

Everyone’s doing it - it's just part of normal flirt-

ing these days... 
False—evidence suggests it is a minority 

Because you are under 18, sending a nude or 

nearly nude is illegal activity... 

True—making, possessing and distributing any imagery of someone 

under 18 which is ‘indecent’ is illegal.  This does include imagery of 

themselves, if they are under 18. 

Childline 

Online Safety Newsletter 

Please note that the area of focus for 
each year group, is determined by pupil 
responses to an online survey carried 
out earlier in the academic year. 

https://www.childline.org.uk/info-advice/bullying-abuse-safety/your-rights/discrimination-hate-crime-equality/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
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Year 13: What is the difference between 
freedom of expression and legal ac-
countabilities? 

Article 10 of the European Convention on 
Human Rights: Everyone has the right to 
freedom of expression.  This right shall in-
clude freedom to hold opinions and to receive 
and impart information and ideas without inter-
ference by public authority and regardless of 
frontiers. This Article shall not prevent States 
from requiring the licensing of broadcasting, 
television or cinema enterprises. 
 
The exercise of these freedoms, since it car-
ries with it duties and responsibilities, may be 
subject to such formalities, conditions, re-
strictions or penalties as are prescribed by law 
and are necessary in a democratic society… 

There is therefore a need to balance  ‘freedom 
of expression’, with the laws which govern 
online communication. 

Year 12: What actions could someone 
take if they experience or are targeted 
by illegal online behaviour? 

 

Illegal activity should be reported to the Po-
lice - 101 or CEOP.  

Laws which govern online behaviour 

Communications Act 
2003 

Protection from Har-
assment Act 1997 

The Computer Mis-
use Act 1990 

The Protection of 
Children Act 1978 

Digital Economy Act 
2017 

Counter-Terrorism 
and Security Act 
2015 

The Malicious Com-
munications Act 
1988 

Section 67 of the 
Serious Crime Act 
2015 

Criminal Justice Act 
1988 

Section 33 of the 
Criminal Justice and 
Courts Act 2015 

Online Harms White 
Paper 

Gambling Act 2005 

Equality Act 2010 Obscene Publica-
tions Act 


